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INSTALLATION SERVEUR
ZABBIX

Prérequis

Avoir un serveur sous linux

1 Go de RAM

10 Go de stockage

e 1 CPU

Avoir un serveur de base donné MySQL/MariaDB

Installation

wget https://repo.zabbix.com/zabbix/6.5/debian/pool/main/z/zabbix-release/zabbix-release 6.5-
%2Bdebianl2 all.deb
e Mettez a jour le sevreur:

apt update && apt upgrade

e Téléchargez I'utilitaire d'installation
e Installez le .deb

dpkg -i zabbix-release 6.5-1+debianl2 all.deb

e Mettez a jour les repos et installez les bons paquets
apt update && apt install zabbix-server-mysql zabbix-frontend-php zabbix-apache-conf
zabbix-sql-scripts zabbix-agent2 mariadb-client
e Création de la base de donnée
MariaDB [(none)]> create database zabbix character set utf8 collate utf8 bin;
Query 0K, 1 row affected (0.004 sec)
e Création du User et de son mot de passe

grant all privileges on zabbix.* to 'zabbix'@'%' identified by 'password';

e Autoriser la modifications des bin-log sur le serveur mysql:

set global log bin trust function creators = 1;



Envoie des tables par défaut de zabbix sur la base de donnée

root@zab-front-01:~# zcat /usr/share/zabbix-sql-scripts/mysql/server.sql.gz |mysql -u

zabbix -p zabbix -h 172.16.0.6

Réactiver la protection des bin-log sur le serveur mysql:

set global log bin trust function creators = 0;

Modifier le fichier /etc/zabbix/zabbix server.conf

DBHost =172. 16. 0. 6
DBPasswor d=zabbi x
Démarrer les services

systemctl restart zabbix-server zabbix-agent2 apache2

systemctl enable zabbix-server zabbix-agent2 apache2

Accéder au serveur Zabbix

ZABBIX

Welcome

Check of pre-reguisites
Configure DB connection
Settings

Pre-installation summary

Install

Welcome to

Zabbix

Default language

English (en_US)

L

Next step
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ZABBIX Check of pre-requisites

PHP gd PNG support on OK
Welcome PHP gd JPEG support on OK
Check of pre-reguisites
eck of pre-requis PHP gd GIF support on OK
Configure DB connection
PHP gd FreeType support on OK
Settings 9 ype supp
Pre-installation summary PHP libxml 2.9.14 2.6.15 OK
Install PHP xmlwriter on OK,
PHP xmireader on OK
PHP LDAP on OK
PHP OpenS5sL on OK
PHP ctype an A OK
1 )
PHP session on - oK

ZABBIX Configure DB connection

Please create database manually, and set the configuration parameters for connection to this database.
Press "Next step” button when done.

Welcome
Check of pre-requisites Database type |MySQL v~
Configure DB connection Database host | 172.16.0.6
Settings
. ) Database port | O 0 - use default port
Pre-installation summary
Install Database name | zabbix

Store credentials in HashiCorp Vault | CyberArk Vault

User | zabbix
Passwaord | sesess

Database TLS encryption |:|
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ZABBIX Settings

Zabbix server name | zab-front-01

Welcome

Default ime zone |(L.ITC+01:U{J) Europe/Paris ~
Check of pre-requisites
Configure DB connection Default theme | Blue v

Settings
Pre-installation summary

Install

Back

ZABBIX Pre-installation summary

Please check configuration parameters. If all is correct, press "Next step” button, or "Back” button to
change configuration parameters.

Welcome

. Database type MySQL

Check of pre-requisites el ySQ

Configure DB connection Database server 172.16.0.6

Settinas Database port default
Pre-installation summary Database name zabbix
Install Database user zabbix

Database password e

Database TLS encryption false

Zabbix server name zab-front-01

e Connectez vous avec l'identifiant Admin et le mot de passe zabbix
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ZABBIX

Usemame

Admin

Password

+| Remember me for 30 days

Sign in

Help = Support

e Voila on est connecté

Locale for language "en_US" is not found on the web server. Tried to set: en_US, en_US.utf8, en_US.UTF-8, en_US.is0885915, en_US.IS08859-1, en_US.ISO8859-2, en_US.ISOBB59-4, en_US.1ISO8859-5, en_US.1ISO8859-15, en_US.IS
en_US.CP1251, en_US.CP1251, en_US.CP349, en_US.KOI8-U, en_US.US-ASCIL, en_US.eucKR, en_US.euclP, en_US SIS, en_US.GB18030, en_US.GB2312, en_US GBK, en_US.eucCN, en_US BigSHKSCS, en_US Big5, en_US arr
en_US.eucjp, en_US.euckr, en_US.euctw, en_US.gb18030, en_US.gbk, en_US.koigr, en_US.tcvn. Unable to translate Zabbix interface.

All dashboards / Global view

Top hosts by CPU zation

Locale for language "en_US" is not found on the web server. Tried to set
en_US, en_US.uif8, en_US.UTF-8, en_US.1s0885015, en_US.ISOB859-1,
en_US.1508859-2, en_US.1S0OB859-4, en_US.ISO8859-5,
en_US.1S08859-15, en_US.ISO8858-13, en_US.CP1131,
en_US.CP1251, en_US.CP1251, en_US.CP848, en_US.KOIB-U,
en_US.US-ASCII, en_US.euckR, en_US.euclP, en_US SIS,
en_US.GB18030, en_US.GB2312, en_US.GBK, en_US.eucCN,

en_US BigSHKSCS, en_US.Big5, en_US.armscii8, en_US.cp1251,
en_US.eucjp, en_US.euckr, en_US.euctw, en_US.gb18030, en_US.gbk,
en_US koiBr, en_US.tcvn. Unable to translate Zabbix interface.

Host name Uit

Imavg 5m

Host availability

Locale for System information
language Lacale for language "en_US" is not found on the web server. Tried to set: en_US,
;S;::n ';‘;“’[ en_US.utie, en_US.UTF-8, en_US.iso885915, en_US.ISOB850-1, en_US.ISOB859-2,
en_US.ISOBA59-4, en_US.ISOBE59-5, en_US.ISO8850-15, en_US.ISOBE59-13,
web server. en_US.CP1131, en_US.CP1251, en_US.CP1251, en_US.CP949, en_US KOI8-U,
Tried 10 set en_US.US-ASCII, en_US.euckR, en_US.euclP, en_US.SJIS, en_US.GB18030,
en s en_US.GB2312, en US.GBK, en_US.eucCN, en_US BigSHKSCS, en_US.Bigs,
en_US.armsciig, en_US.cpl251, en_US.eucjp, en_US.euckr, en_US.euctw,
Locale for en_US.gh18030, en_US.gbk, en_US.koi8r, en_US.tcvn. Unable to translate Zabbix
language interface.
"en_US" is not
found on the .
Parameter Value
‘web server.
Tried 10 set Zabbix server is running Yes localhost: 10051
en US.
Problems by severity Geomap

Locale for language "en_US" is not found on the web server.
Tried to set: en_US, en_US.utf8, en_US.UTF-8,
en_US,iso885915, en_US |S08859-1, en_US.|S08859-2,

A 112 IGAGORA A A 1IS ICABGRA & an 11C ICAGORN 15

Lacale for language "en_US" is not found on the web server. Tried to set: en_US, en_US.utf8,
en_US.UTF-8, en_US.is0885815, en_US.ISO8858-1, en_US.1S08859-2, en_US.I1508659-4,
en_US.|508859-5, en_US.1508858-15, en_US.ISOBB59-13, en_US.CP1131, en_US.CP1251,

an 1IC PIATRT A 1€ PN An 1 KAIG T an 1@ 1S ASCI an 1S anclD an 1@ e 10

Locale for lanquage "en_US"is |
Tried to set. en_US, en_US.utig
en_US.isoBB5915, en_US.ISOB!

A IS ISABORA 4 An 11 12AT
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Si vous avez les méme erreurs que moi:

root@zab-front-01:~# dpkg-reconfigure locales
Package contiguration

| Configuring locales
Locales are a framework to switch between multiple languages and allow users to use their
language, country, characters, collation order, etc.

Please choose which locales to generate. UTF-8 locales should be chosen by default,
particularly for new installations. Other character sets may be useful for backwards
compatibility with older systems and software.

Locales to be generated:

en_SC.UTF-8 AP |
en_SG.UTF-8 L "

en_US.UTF-8 |
en_7ZA.UTF-8

en_7M UTF-8

en_ZwW.UTF-8
eo UTF-8 - |

<Cancel=
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Zabbix Agent



Zabbix Agent

Agent zabbix avec
autoregistration

Prérequis

e Avoir un zabbix-server d'installé

Installation de zabbix agent

Le serveur que je vais ajouter est un serveur mariadb

e Installation via apt

apt install zabbix-agent2

o Editer le fichier de config /etc/zabbix/zabbix agent2.conf et nodifier:
Server=172.16.0.8
Server Active=172.16.0.8
Host name=zab-front-01
Host Met adat a=Li nux_db

e Redémarrer | e service

root@sql-front-01:~# systemctl restart zabbix-agent2.service
root@sql-front-01:~# systemctl status zabbix-agent2.service
* zabbix-agent2.service - Zabbix Agent 2

Loaded: loaded (/lib/systemd/system/zabbix-agent2.service; enabled; preset:
enabled)

Active: active (running) since Wed 2023-12-06 15:44:55 UTC; 7s ago

Docs: man:zabbix agent2
Main PID: 819 (zabbix agent2)
Tasks: 6 (limit: 9395)
Memory: 4.1M
CPU: 28ms
CGroup: /system.slice/zabbix-agent2.service
*-819 /usr/sbin/zabbix agent2 -foreground -c

/etc/zabbix/zabbix agent2.conf

Dec 06 15:44:55 sql-front-01 systemd[1]: zabbix-agent2.service: Deactivated

successfully.



Dec

Dec

Dec
Dec
01]

Dec

06 15:44:55

06 15:44:55

06 15:44:55
06 15:44:55

06 15:44:55

sql-front-01 systemd[1]:

Stopped zabbix-agent2.service - Zabbix Agent

sql-front-01 systemd[1]: Started zabbix-agent2.service - Zabbix Agent

sql-front-01 zabbix agent2[819]:
sql-front-01 zabbix agent2[819]:

sql-front-01 zabbix agent2[819]:

Paramétrer le serveur zabbix

e Ajouter une action

oy g g

Actions

Administration

Trigger actions

Service actions

Discovery actions

Autoregis

tration actions

Internal actions

Status

Starting Zabbix Agent 2 (6.0.14)

Zabbix Agent2 hostname: [zab-front-

Press Ctrl+C to exit.

A Filter

Displaying 0 of 0 found
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New action

Action  Operations

* Name | Add linux server

Conditions  |ahe MName Action

A
Enabled

* At leastoee operation must exist.

Host metadata contains Linux Remove

New action Operation details

Actiar Operations Operation | Add jhst ~

Operations

t least one operation must exist

New action

Action  Operations 5

Action

Operations [

Add host Edit Remove

Add to host groups: Linux servers

Remove

Link templates: Linux by Zabbix agent Remaove
Enable host Remove
Remove

Set host inventory mode: Automatic
Add

* Al least one operation must exist.

e Attendre un peu et le le host est bien présent

Name
Host groups | 1 ) Select
P v Remove
DNS
Show hosts in maintenance |v| Show suppressed problems
Port
Severity || Not classified Warning High
Information Average Disaster
Apply
Name a Interface Avallability Tag Status L Problems Graphs Dashboards
zab-front-01 172.16.0.6:10050 ZBX [ class: os | target: linux] Enabled Latest data 57 Problems Graphs 10 Dashboards ?
Zabbix server 127.0.0.1:10050 ZBX. target: linux Enabled Latest data 124 Problems Graphs 21 Dashboards 4

Displaying

o
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Zabbix Agent

WINDOWS SERVER CORE

Tout d'abord importer le package .msi de Zabbix Agent sur le Serveur Windows Core.

Le plus simple : créer un dossier partager et importer le fichier depuis le premier serveur AD

e Sur le Windows Core (a modifier avec vos préférences):

New-Item "C:\SharedFolder" -itemType Directory

New-SmbShare -Name SharedFolder -Path "C:\SharedFolder" -FullAccess "Tout le monde"

Depuis le ad-front-01

= | 192.168.50.17

- O X
Fichier Accueil Partage Affichage

* Iln_

v 4 |E \\|P_window;_server_core|

v | > Rechercher dans: 192.168.50.17 0
7 Acces rapide netlegon SharedFolder sysvol
B Bureau » < .

* Téléchargements #

[ Documents +

&=/ Images *
System32 ~
Zabbix Agent

[ CepC
= Réseau

3 élément(s)

e Sur Windows Core, exécuter le package .msi et suivre l'installation. (a modifier si
besoin)

msiexec.exe /i C:\SharedFolder\zabbix agent-6.4.10-windows-amd64-openssl.msi


https://book.techoops.fr/uploads/images/gallery/2023-12/2Hyimage.png

e Maintenant faire les modifications nécessaires sur le fichier de conf

notepad 'C:\Program Files\Zabbix Agent\zabbix agentd.conf'

IMPORTANT : Le serveur de monitoring doit étre renseigner avec le domaine donc : zab-front-

01.megaproduction.local

e Autoriser le pare-feu de Windows a communiquer avec le serveur A EXECUTER EN
POWERSHELL

netsh advfirewall firewall add rule name="ICMP Allow incoming V4 echo request"

protocol="icmpv4:8,any" dir=in action=allow

netsh advfirewall firewall add rule name="Open Port 10050" dir=in action=allow protocol=TCP

localport=10050

e Enfin redémarrer le service et vérifier si Zabbix recoit bien les données.

Restart-Service 'Zabbix Agent'

Divers

e Le fichier de log , utile pour comprendre le probleme

notepad 'C:\Program Files\Zabbix Agent\zabbix agentd.log'



Monitorer Equipement Cisco

avec le protocole SNMP

Connexion au routeur et Configuration SNMP

R1>

R1> enable

R1#

R1l#conf t

R1l(config)#

R1(config)#snmp-server community Test@Sananet RO
R1(config)#snmp-server enable traps config
R1(config)#snmp-server host <IP ZABBIX> version 2c Test@Sananet

R1#copy running-config startup-config

N'oubliez pas de vérifier que la config est bien enregistré sinon au prochaine redémarrage
tout les changements seront perdus
"show startup-config"

Sur Zabbix

Aller sur [MONITORING] puis [HOST] et créer un nouvel host

=

Name Status Enabled | Disabled

Host groups Select ags [IEEEH o

P Contains v Remove

Add
DNS
port Show hosts in maintenance v/ Show suppressed problems
o
Severity | | Not classified Waming High
Information Average Disaster
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Host

Host IPMI  Tags Macros 1 Inventory  Encryption  Value mapping
* Host name ||R1
Visible name
Templates Name Action
Cisco 105 by SNMP Unlink Unlirk and clear
Select
* Host groups  |[EtlEgv2le Select
Interfaces Type |P address DNS name Connect to Port
SNIVP | 192.168.1.1 B o |[e
Add
Description
Vi
Monitored by m Proxy | Proxy group
Enabled |v
Host
Host  IPMI Tags Macros 1 Inventory  Encryption  Value mapping
Inherited and host macros
Macro Value Description
{$SNMP_COMMUNITY} Test@Sananet T V|

Suivez la configuration, une fois fini vérifier que tout fonctionne

Default

| Clone | ‘ Delete | | Cancel |

Remove

| Clone | | Delete | | Cancel |

Aller a nouveau sur [MONITORING] puis [HOST] et regarder que cette ligne apparait bien avec le
protocole SNMP de up

R1 192.168.1.1:161

Em

Enabled Latest data 82

Problems Graphs 7 Dashboards 1


https://book.techoops.fr/uploads/images/gallery/2025-01/GIOimage.png
https://book.techoops.fr/uploads/images/gallery/2025-01/n9Mimage.png
https://book.techoops.fr/uploads/images/gallery/2025-01/XJmimage.png

