Proxmox LDAP

permet la connexion depuis proxmox avec un active directory

e Proxmox LDAP Initialisation




Proxmox LDAP Initialisation

Prérequis:

e Avoir un active directory joignable depuis le proxmox (ping pve vers ad)
e Avoir une adresse IP sur vmbr0Q et vmbrl
e avoir un utilisateur bind_proxmox sur l'active directory

Adresse IP sur la WAN et la LAN

) Reboot () Shutdown  >_ Shell | « # Bulk Actions @ Help

lode 'pve-front-01'

Create

Search
Name Type Autostart Ports/Slaves ~ Bond Mode Gateway Comment

Summary
enos303 Network Device

Notes
enod403 Network Device

s :
hell ens1f Network Device

b System ensi1fl Network Device
= Neiwork ensii2 Network Device

#& Ceilificales ensif3 Network Device
vmbrQ Linux Bridge 0 ensifl 192.168.3.5/24 192.168.3.1 acces to wan

vmbri Linux Bridge 0 172.16.3.13/27 Access lan

@ Hosts
vmbr2 Linux Bridge 0 dmz

@ DNS

£ Options

Aller dans datacenter puis realms :

X PRO > MO X virtual Environment 8 3.3 [ Create VM & Create CT ‘l root@pam

Server View ¥ Datacenter @ Help

£ Datacenter
B> pve-ront-01 B Cluster
g} 103 (gipi-front-01)
g} 104 (sql-front-01)
& 105 (zabbix-front-01) % Options
g} 106 (adm-front-01) @@ £ Siorage
g} 107 (ha-front-01)
L 100 (fw-front-01) @
1 101 (backup-front-01) 13 Replication
G 102 (ads-front o Permissions
S 108 (nfs-front-

Add ~

Realm Comment
@ cepn ‘
megaproduction.local

pam Linux PAM standard authentication

pve Proxmox VE authentication server
Backup

& Users
& API Tokens

[ local (pve-front-01) @ Two Factor

%D local-lvm (pve-front-01) & Groups

® Pook Enabled  Realm Schedule Next Run Comment
00IS

# Roles No Realm Sync Job configured
@ Reaims
® HA

<% SDN

Cliquer sur add, active directory server:
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Add: Active Direc

General  Sync Options

Realm: megaproduction._local Sernver. 172.16.3.6

Domain: megaproduction_local Fallback Server:
Case-Sensitive: [] Port:

Default: Mode: Default (LDAP)

Require TFA:

Comment:

Check connection:

© Help Advanced

dans le bind user mettre :

CN=bind_pfsense,OU=CONNECTEURS,OU=MEGAPRODUCTION,OU=UTILISATEURS,DC=megaprodu
ction,DC=local -->a modifier selon votre ad

dans le doute mettre le bind password
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Edit- Active Directory Server

General | Sync Options |

Bind User: CN=bind_pfsense, OU=COM User classes:
Bind Password: Group classes:
E-Mail attribute: User Filter:
Groupname attr.: Group Filter:

Default Sync Options

Scope: None Enable new users: Yes (Default)

Remove Vanished Options
ACL: Remove ACLs of vanished users and groups.

Entry: Remove vanished user and group entries.

Properties: Remove vanished properties from synced users.

© Help

Puis creer une synchronisation automatique:

Create: Realm Sync Job

Realm: megaproduction_local Scope: Users and Groups
Schedule: */2:00 Enable New: Yes

Enable Job:

Remove Vanished Options

ACL: Remove ACLs of vanished users and groups.
Entry: Remove vanished user and group entries.

Properties: Remove vanished properties from synced users.

Job Comment:

Pour tester la connexion cliquer sur run now, si aucune erreur = sa marche
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Add ~
Realm | Comment

megaproduction.local
pam Linux PAM standard authentication

pve Proxmox VE authentication server

3 Replication

& Permissions Realm Sync Jobs
& Users Add Edit Remove Run Now
& API Tokens Enabled  Realm Schedule Next Run Comment
@ Two Factor v megaproduction.local */2:00 2025-01-28 12:00:00
& Groups
W Pools
# Roles

& Realms

verifier la connexion en se connectant bien sur le realm megaproduction.local

Proxmox VI
User name:
Password:  =s-s=-{
Realm: megaproduction. local
Language: English - English

Save User name:

Une fois que vous pouvez vous connecter il faut ajouter les permissions a vos utilisateur :
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X PROXMO X vitual Environment 8:3.3 [ Create VM @ Create CT

Server View #  Datacenter

& Datacenter

! pve-front-01 Q Search
& 103 (@Ipi-ront-01) -, (ELPEEILET UseniGroup/AP] Token

> 104 (sqi-front-01) & summary & User Permission

W 105 (zabbix-front-01) [ Notes & | API Token Permission
g 106 (adm-front-01) @ @ M Cluster

& 107 (ha-front-01)
2 100 (fw-front-01) @
G2 101 (backup-front-01) & Options
G} 102 (ads-front-01) @ £ storage
S 108 (nfs-front-01)

222 localnetwork (pve-front-01)
£ [ vackup-front-01 (pve-front-01) £3 Replication
i local (pve-front-01) o Permissions
£ [ ocal-ivm (pve-front-01) T

Add

@ ceph

Backup

& API Tokens
@ Two Factor
& Groups
@ Pools
+ Roles
@ Reaims
P HA
- SDN

2 Zones

Tasks  Clusterog

Start Time End Time User name Description

Add: Group Permission

Path
Group: Administrateurs-megaproduction_local
Role Administrator

Propagate:

une fois les permission donnée c'est tout bon vous avez acces a vos machines sur vos comptes

pProxmox
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