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INSTALLATION GNS3/VM



INSTALLATION GNS3/VM

Installation de GNS3 sur
WINDOWS

Prerequis

e Avoir Windows d'installé.

Avoir activé la virtualisation du processeur dans le Bios.
4GB de RAM

Processeur avec au moins 2 coeurs (logique)

1 GB de stockage

Installation du software

e Télécharger le software sur Lien vers la page de téléchargement.

e |l faudra vous créer un compte ou s'authentifier

Windows

Download

Linux 6

GNS3

Hey there! An account is re
download the GNS3 Software and
participate in the Comyhunity.



https://www.gns3.com/software/download
https://book.techoops.fr/uploads/images/gallery/2023-11/image.png

e Une fois l'installateur téléchargé il vous faudra I'exécuter

Sur windows11 il se peut qu'une popup vous informe d'un danger potentiel ->
éxecutez l'installateur quand méme.

Windows a protégé votre ordinateur

Microsoft Defender SmartScreen a empéché le démarrage d'une application

non reconnue. Lexécution de cette application peut mettre votre ordinateur en
danger.

Informations complémentaires
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Windows a protégé votre ordinateur

Microsoft Defender SmartScreen a empéché le démarrage d'une application
non reconnue. Lexécution de cette application peut mettre votre ordinateur en
danger.

Application : GNS3-2.2 44-all-in-one-regularexe
Editeur - Editeur inconnu

e Sélectinnez les bonnes options
€ GN53 2.2.44 Setup

Welcome to GNS3 2.2 44 Setup

Setup will guide you through the installation of GNS3 2.2.44,

Itis recommended that you dose all other applications
before starting Setup. This will make it possible to update

relevant system files without having to reboot your
computer,

Click Mext to continue,
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(€ GNS2 2.2.44 Setup

License Agreement
Flease review the license terms before installing GMNS3 2, 2,44,

‘ Press Page Down to see the rest of the agreement.

| GML GEMER.AL PUBLIC LICEMSE
Version 3, 29 June 2007

Copyright (C) 2007 Free Software Foundation, Inc, <htio: //fsf.orgl>
Everyone is permitted to copy and distribute verbatim copies
of this license document, but changing it is not allowed.

Preamble

The GML General Public License is a free, copyleft license for
|su::ﬂ:ware and other kinds of works,

If you accept the terms of the agreement, dick I Agree to continue. You must accept the
agreement to install GN53 2.2.44.

G532, 2,44 installer

(€ GNS2 2.2.44 Setup

Choose Start Menu Folder
Choose a Start Menu folder for the GNS3 2.2.44 shortouts,

‘ Select the Start Menu folder in which vou would like to create the program's shortouts, You
can also enter a name to create a new folder,

GMS 3

Acressihility
ACCessories
Administrative Tools
Maintenance
Startup

System Tools
Windows PowerShell

GM5S3 22,44 installer
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€ GNS3 2.2.44 Setup

Choose Components
Choose which features of GMNS3 2.2.44 vou want to install.

Chedk the components you want to install and uncheck the components you don't want to

install, Click Mext to continue,

Select the type of install; Custom v
Or, select the optional | MSVC Runtime 2017
::omprlcments you wish to GNS3 Desktop
install:

| GHS 3 WebClient

] GHS3YM

- [ Tools

Space required: 439.6 MB

GM5S3 2.2, 44 installer

Description

Position your mouse

OYEr & Campanent
see its description

Lo

< Back

carel

€ GNS3 2.2.44 Setup

Choose Install Location
Choose the folder in which to install GNS3 2.2.44,

4 Setup will install GNS3 2. 2.44 in the following folder. To install in a different folder, dick

Browse and select another folder. Click Mext to continue.

Destination Folder

rogram Files\GNS3

Browse...

Space reguired: 439.6 MB
Space available: 379.2 GB

GM53 2,2, 44 installer

< Back

Cancel
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{37 MNpcap 1.72 Setup = x|
License Agreement

Please review the license terms before installing Mpcap 1.72.

HMAE CRG

0 Press Page Down to see the rest of the agreement.

MPCAP COPYRIGHT f EMD USER. LICENSE AGREEMEMT

Mpcap (https: (/npcap. com) is a Windows padket sniffing driver and
library and is copyright (c) 2013-2022 by Mmap Software LLC ("The Mmap
Project™). Al rights reserved,

Even though Mpcap source code is publicy available for review, itis

not open source software and may not be redistributed or used in other
software without spedial permission from the Nmap Project. The
standard (free) version is usually limited to installation on five

If you accept the terms of the agreement, dick I Agree to continue. You must accept the
agreement to install Npcap 1,72,

(&) Npcap 1.72 Setup = x|

Installation Options
Please review the following options before installing Mpcap 1.72

HMAF CRG

[ | Restrict Npcap driver's access to Administrators only
B support raw 802. 11 traffic (and monitor mode) for wireless adapters

B Install Mpcap in WinPcap API-compatible Mode

< Back Cancel
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{7 Npcap 1.72 Setup —

Installation Complete
Setup was completed successfully.

Completed

Show details

{7 Npcap 1.72 Setup =

Finished
Thank you for installing Mpcap

Mpcap has been installed on your computer,

Click Finish to clase this wizard,

= Back Afnish Cancel

o
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€ GNS3 2.2.44 Setup

In=talling
Flease wait while GM53 2.2.44 is being installed.

License Agreement and Privacy Notice
E

agree to the End User License Agreement
M.jhe Privacy Motice *

Cancel

GM53 2.2, 44 installer

< Back Mext = Cancel

€ GNS3 2.2.44 Setup

Installing
Flease wait while GM53 2.2.44 is being installed.

—m Solar-PuTTY
E
| Enter your email address to learn how to integrate the new Sssas
PuTTY with GNS3 - including updated labs and training.

your email gddress

a valid email address.

Pas obligatoire !

Please en

iEM53 2.2, 44 installer

< Back Mext = Cancel
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| € GNS53 2.2.44 Setup -

Installation Complete
Setup was completed successfully.

Completed

Downloading Solar-PuTTy

Rurning Solar-PuTTY

Execute: C:\Program Files\GM53\Solar-PuTTY .exe —only-ask

Cutput folder: C:\Proagram Files\GMS3

Extract: putty_settings.reg

Execute: “regedit.exe” fs "C:\Program Files\GMS3\putty_settings.reg”

Create shortcut: C:\ProgramDataMicrosoftiwWindows\Start Menu\Programs\GHNS3WY. ..
Create shortcut: C:\ProgramData\Microsoft\Windows\Start MenuProgramsGHS 30N, ..
Created uninstaller: C:\Program FilesiGMNS3Uninstall exe |
Completed

GN53 2.2.44 installer /

< Back Cancel

€ GNS3 2.2.44 Setup - b ¢

SolarWinds Hybrid Cloud Observability
Exdusive for GMN53 users

Would you like to get early access to a
new platform that utilizes machine
learning (ML), and AlOps across
massive real-time and historical metrics,
logs, and trace data to assist with
network monitoring?

O Yes
(O Ne

GMNS3 2,2, 44 installer
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€ GNS3 2.2.44 Setup —

Completing GNS3 2.2 44 Setup

GMN53 2. 2,44 has been installed on your computer,

Click Finish to close Setup.

B start GNS3

< Back Cancel

& Ssetup Wizard ? = ‘

Server |
Please choose how would like to run your GNS3 network simulations. The
GMS3 VM option is strongly recommended on Windows and Mac 05 X,

Run appliances in a virtual machine
Requires to download and install the GNS3 WM (available for free)
‘e Run appliances on my local computer

A limite@gumber of appliances like the Cisco I0S routers <= C7200 can be run
ances on a remote server (advanced usage)

=i|| be on a remote computer and can be shared with multiple

Don't show this again

| Mext = | Cancel
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& Setup Wizard 4 >

Local server configuration
Flease configure the following GNS3 local server settings

o S e

Server path: |C:‘\F’rogram Files\GNS3\gns3server.EXE| || Browse | il
Vv
Host binding: |Inca|host - | |
Port: 3080 TCP [ H
| < Back || Next = || Cancel |
. Voila GNS3 est installé
& GNs3 - ]
File Edit View Contrel Mode Annotate Tools Help
e O > ) CHEFmIIIoo - §QAQAE
= Tepclogy Summary
MNode Console
Please create a project AL Se—

O whs-kvega CPU 0.4%, RAM 33.0°

Ui Ot &

q I 3
Conscle

GNS3 management console.

Running GNS3 version 2.2.44.1 on Windows (64-bit) with Python 3.10.11 Qt 5.15.2 and PyQt 5.15.10.
Copyright (c) 2006-2023 GNS3 Technologies.

Use Help -> GNS3 Doctor to detect common issues.

==|

e Comme vous pouvez le constater a ce stade vous ne pouvez pas utiliser tout les routeur.
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Probleme rencontré

& Connection to server ? >

Cannot connect to httpe//localhost:3080. Please check if GMS3 is allowed in your
antivirus and firewall. And that server version is 2.2.44,

e Error when connecting to the GM53 server:

[—
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Si vous avez cette erreur alors autoriser GNS3 sur le Pare-feu Windows

[=)

(@Conversation) Applications ~ Documents Web Pare b g K -

Meilleur résultat

I h Pare-feu Windows Defender

Panneau de configuration

Applications Pare-feu Windows Defender

Panneau de configuration

' Pare-feu Windows Defender avec

2
fonctions avancees de sécurité
. @ Ouvrir

Parametres
% Pare-feu et protection du rése >
h Autoriser une application viff le %

Pare-feu Windows
h Verifier I'état du pare-feu >
rwu Rechercher et résoudre les 5
: problémes lies au pare-feu
¥ Securité Windows b
Rechercher sur le Web

pare—feu - Afficher plus de résultats de S

recherche [ 1 Pare-feu

O pare feu windows 10

Rechercher

ws Defende L g .- e a i 6 Flameshot

| pare-feu| Wi
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parametres,

Ouels sont les risques si une application est autorisée 8 communigquer 7 * Ldadifier les paramétres

Applications et fonctionnalités autorisées :

Mom Privé  Public
] Get Help
GMS3 server L
[l GMS3 uBridge d
[+ Identite cloud (] [+
O Infrastructure de gestion Windows [WMI) O O
O Interruption SNMP O O
O Journaux et alertes de performance O O
O Lecteur Windows Media O O
Mail and Calendar
[#] mDMS
Wl Microsoft Edge
Microsoft Edge WebView?2 Runtime
Détails... Supprirmer

Autoriser une autre application...

] Cermu 0.11.0
Cernu 3.1.0 1386
Cermu 3.1.0 x86_64

ooo
X E A
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Applications et fonctionnalités autorisées :

Mom Privé  Public

Partage de proximité

O Périphériques mobiles sans fil
Plateforme d'appareils connectés
O Protocole S5TP

Cemu 0.11.0

OROR
OFOR

[ Qemu 3.1.01386
W] Cernu 3.1.0 x86_64
Recherche du réseau
¥l Réseau de base
[¥] Rézolution des problémes recommandée
O Routage et accés distant O O
Routeur Allloyn ]
Détails... Supprimer

Autoriser une autre application...

QK Annuler

Apres un redémarrage de GNS3 tout rentrera dans I'ordre.
PS: Pensez aussi a faire les mises a jours Windows.
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INSTALLATION GNS3/VM

Installation de GNS3 VM sur
WINDOWS

Prérequis

Avoir un logiciel de virtualisation (Virtualbox ou VmWare Workstation)
2 processeur

4 GB de RAM pour la VM

35 GB de stockage

Installation

e Télécharger la bonne version de vm GNS3 vm (Selectionner la bonne version)

VirtualBox Download

VMware Workstation and Fusion Download

VMware ESXI

Download

Microsoft Hyper-V Download

Learn more about the GNS3 VM

e Aller dans votre dossier de téléchargement et dézipper I'archive.
e Importez le .ova


https://gns3.com/software/download-vm
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— Open Virtualization For.., 1158397 Ko

&<

@ @&

®
=)

Quwrir Entrer

B

5 [T ]

Ouvrir avec L VMware Player

]

Partager @ VMware Workstatic

Ajouter aux Favoris B Rechercher dans le Microsoft Store

B %@

Compresser dans un fichier ZIP Choisir une autre application

lectionné 1,10 Go

E

Copier en tant que chemin d’accés Ctrl +Shift+C

Propriétés Alt+Entrer

Onelrive b

E P S

WinRAR >

e

Afficher d'autres options

o Attendez l'import
e Une fois importée, démarrée la Vm et accédez a la console pour y récupérer I'lP affichée
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GMS3 server wversion: 2.2.44.1
Release channel: 2.2

YM wersion: 0.15.0

Ubuntu wersion: focal

Bemu version: 4.2.1
Virtualization: vmware

KWM support available: True
Uptime: up O minut

(=3
Ip: 192.168.95.128%{

To log in using SSH: ssh gns3@192.165.95. 128
Password: gns3

To launch the Web-Ui: http:/s/192. 168.95. 128

Images and projects are stored in 'Aoptsgns3’

e Démarrer GNS3 et allez dans les parametres pour y paramétrer GNS3 VM

n @
(]
=
[ 5]
(¥

m@cle Annotate Tools Help

Select all

Ctrl+ 4 I~ o
) B C PRI §QAQME
Select none Ctrl+Shift+A b= b

(D) Manage snapshots Topelogy Su

v O N ¢

¥ Preferences.., ‘ Ctrl+Shift+P e

Please create a project Servers Sumi


https://book.techoops.fr/uploads/images/gallery/2023-11/6cgimage.png
https://book.techoops.fr/uploads/images/gallery/2023-11/3Ldimage.png

Ey Freierenoes

General | GNS3 VM preferences

Server
GNS3 VM v/ Enable the GNS3 w‘—@
Packet captivg

Virtualization engine

~ Built-in -
Ethernet hubs | | | VMware Workstation / Flayer (recommended) o
Ethernet switchcSe VMware is the recommended choice for best performances.
Cloud nodes The GNS3 WM can be downloaded here.
~VPCS
VPCS nodes Seffings
~ Dynamips
Dy . VM name: | GNS3 VM = Refresh
105 routers
~ 105 on UNIX Part: 80 =
Y Acnsions Run the VM in headl d
- QEMU un the VM in headless mode
Qemu VMs V| Allocate vCPUs and RAM
= Vlrf.'uaIan O 5 -
VirtualBox VMs
~ VMware RAM: 2048 MB =
VMware VMs Action when closing GNS3:
Tiechkok ki the GNS3 VM i
Docker containers Al LuIEuT
suspend the GNS3 VM
® stop the GNS3 VM
! oK | Cancel Apply

e Si tout c'est bien passé vous devriez voire apparaftre le serveur local et la VM en vert

Servers Summary (1 ()
£33 GNS3 WM (GNS3 VM) CPU 1.0%, RA...

o) wks-kvega CPU 1.2%, RAM 35.4%
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AJOUT DE TEMPLATE



AJOUT DE TEMPLATE

Ajout template Debian

PREREQUIS

e Avoir GNS3 et GNS3VM d'installé
e Avoir une connection internet

AJOUT DU TEMPLATE

i
D) Cisco10UL215.1g

I &) CiscolOU L2 15427
g Cloud
@ Ethernet hub
0 @ Ethernet switch
e

Frame Relay switch PC1

NAT

e' New template

New template
Please select how you want to create a new template

B ypes

® Install an appliance from the GNS3 server (regommended)
Import an appliance file (.gns3a extension)

Manually create a new template

< Back Next > Cancel

o

= tew template 1


https://book.techoops.fr/uploads/images/gallery/2024-01/image.png

e New template

Appliances from server

Select one or more appliances to install. Update will request the server to download appliances from our online registry.

debian

Appliance name = mr

Firewalls
* GQuests
= Debian Qemu Debian
Routers
Switches

Update from online registry < Back

Install | Cancel
& Install Debian appliance 7 x
e -
Please choose a server type to install the appliance. The grayed out server types are not supported or
configured. —
Server type

Install the appliance on a remote server
®) Install the appliance on the GNS3 VM (recommended)

Install the appliance on your local computer

Appliance info Mext = Cancel
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Qemu settings ‘
Please choose the gemu binary that will be used to run this appliance.

Qemu binary: | /binfgemu-system-x86_64 (v4.2.1)

Appliance info < Back Mext = Cancel

Required files

Please select one version of Debian and import the required files. Files are searched in your downloads ‘
and GNS3 images directories by default

Appliance version and files Size Status
= Debian version 12.2 2734 MEB Missing files
debian-12.2.qcow?2 2734 MB Missin
= Debian version 11.8 2527 MEB Missing TP
debian-11.8.qcow 252.7 MB Missing
Import Download Allow custom files | Create a new version Refresh

Appliance info < Back MNext = Cancel

Une fois télécharger on pourra alors I'ajouter
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6‘ Install Debian appliance 7

Required files -—
Please select one version of Debian and import the required files. Files are searched in your downloads
and GNS3 images directories by default ——

Appliance version and files Size Status
¢+ Debian version 12.2 2734 MEB Ready to install
= Debian version 11.8 2527 MB Missing files
debian-11.8.qcowd 2527 MB Missing

Allow custom ﬁIe@i’:& a new version Refrésh

Appliance info < Back Mext = | Cancel

Attendre la fin de I'import et terminer

End devices =) (%]
Filter

Cloud

[ 4 -
Debian 12.2

h &

MAT

JIE?I?:I
3

PREMIER DEMARRAGE
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1. Faire le shcéma suivant

H 2

Debian12{2-1

2. Paramétrer le VPC avec pour ip 192.168.1.1/30
3. Paramétrage du serveur DEBIAN
1. L'authentification se fait avec I'utilistateur debian et le mot de passe debian

2. Passer de l'utilisateur debian a root
sudo -1
3. Pour le moment pas de réseau, il va falloir le paramétrer.
Il faut modifier le fichier /etc/network/interfaces ety mettre I'IP désirée:

# Static config for ens4
auto ens4
iface ens4 inet static
address 192.168.1.2
netmask 255.255.255.252
# gateway 192.168.1.1
# dns-nameservers 192.168.1.1

4. Monter la carte réseau:
ifup ens4
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5. Le serveur a maintenant une IP

root@debian:~# ip a |grep ens4
2: ens4: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 qdisc fq codel state UP
group default qlen 1000

inet 192.168.1.2/30 brd 192.168.1.3 scope global ens4

4. Test avec un pinc du vpc a la Debian12

Le serveur Debian est paramétrer au niveau du réseau !!



AJOUT DE TEMPLATE

AJOUT DE TEMPLATE SUR
GNS3 VM

Prérequis

e Avoir installé GNS3

e Avoir installé GNS3 VM

e Avoir des les ISOs dont vous avez besoins

e Pour Cisco avoir le script de génération de licence

Ajout d'un template

e Ajoutez un template

é‘ untitled - GNS3 — O
&= O BC Fmlllo - g§Qaaam@
All devices “ | Topology Summary
Filter Node Console
ATM switch
Cloud

@@ Ethernet hub
g @ Ethernet switch
B Frame Relay switch

MAT Servers Summary

£ GNS3 VM (GNS3 VM) CPU 0.0%,

B vpes @ wks-kvega CPU 0.6%, RAM 40.93

X g
= dl\@
== tiew template ]

Console

GNS3 management console.

Running GNS3 version 2.2.44.1 on Windows (64-bit) with Python 3.10.11 Qt 5.15.2 and PyQt 5.15.10.
Copyright (c) 2006-2023 GNS3 Technologies.

Use Help -> GNS3 Doctor to detect common issues.

=
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& New template ?

New template
Please select how you want to create a new template

® Install an appliance from the GNS3 server (recosgpended)

Import an appliance file (.gns3a extension)

Manually create a new template

< Back | ﬂ!:* | Cance

e Mettez a jour la registry
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I e' New template

Appliances from server
Select one or more appliances to install. Update will request the server to download appliances from our online registry.

[ |Filter

Appliance name “ Emulator Vendor

b Firewalls
b Guests
¥ Routers
b Switches

| Update fron&ine registry| | < Back | | Install

Cance

Sélectionnez le template qu'il vous faut
i &5 New template

Apphances from server

I Select one or more appliances to install. Update will request the server to download appliances from our online registry.
[
1
| |Filter
1 Appliance name * Emulator Vendor o
‘ & Big Cloud Fabric Qemu Big Switch Metworks
' & BIRD Qemu CZNIC Labs
& BIRD2 Qemu CZMIC Labs
i & BSDRP Cemu Olivier Cochard-Labbe
@ Cisco 1700 Dynamips Cisco
@ Cisco 2600 Dynamips Cisco
@ Cisco 2691 Dynamips Cisco
@ Cisco 3620 Dynamips Cisco
@ Cisco 3640 Dynamips Cisco
@ Cisco 3660 Dynamips Cisco
@ Cisco 3725 Dynamips Cisco
@ Cisco 3745 Dynamips Cisco
@ Cisco 7200 Dynamips Cisco
@@ Cisco Catalyst 28000V Qemu Cisco
@ Cisco CSR1000v Qemu Cisco
@ Cisco 105 XRv Qemu Cisco
@ Cisco 10S XRv 9000 Qemu Cisco
@ Cisco 105 Qemu Cisco
Cisco 10U L3
@ Citrix SD-WAN Qemu Citrix
@ CloudRouter Cemu CloudReouter Community
@ DANOS Qemu Linux
@ Dell 059 Qemu Dell Inc.
@ F5BIG-IP LTM VE Qemu F5 3

Update from online registry| | < Back | |

Install

Cancel
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ﬁ' Install Cisco 10U L3 appliance

T
Server
Flease choose a server type to install the appliance. The grayed out server types are not supported or '
configured.
Server type

Install the appliance on a remote server
# Install the appliance on the GNS3 VM (recommended)

Install the appliance on your local computer

Appliance inﬂ:r| ﬂext! | Cancel

e Il se peut que votre version ne soit pas la bonne dans ce cas créée la nouvelle version
ﬁ' Install Cisco 10U L2 appliance

T
Required files
Please select one version of Cisco I0U L3 and import the required files. Files are searched in your .
downloads and GNS3 images directories by default
Appliance version and files Size | Status
= Cisco 10U L3 version 15.7(3)M2 176.2 MB Missing files
i86bi_LinuxL3-AdvEnterprisek9-M2_157_3_May_2018.bin 176.2 MB Missing
= Cisco IOU L3 version 155-2T 165.0 MB Missing files
i86bi-linux-13-adventerprisekd-ms.155-2.T.bin 165.0 ME Missing
= Cisco 10U L3 version 15.4.1T 1456 MB Missing files
i36bi-linux-13-adventerprisekd-13.4.1T.bin 1456 MB Missing
1)
Import llows custom files | Create a new version| | Refresh

Appliance info| | < Back Mext = Cancel
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& Creating 2 new version ? x

Create a new version for this appliance.
Please share your experience on the GNS3 community if this version works.

Version name:

[15.4.2T

oK | Cancel

& Image T >

Disk image filename for image

e nas ama i

|ux—|3—adventerprisek9—15.4.2'l'.|

| oK | Cancel

e Importez I'image
€ Install Cisco 10U L2 appliance ? :

Required files
Please select one version of Cisco I0U L3 and import the required files. Files are searched in your
downloads and GNS3 images directories by default

Appliance version and files Size Status

= Cisco 10U L3 version 15.7(3)M2 176.2 MB Missing files
i86bi_LinuxL3-AdvEnterprisek9-M2_157_3_May_2018.bin 176.2 MEB Missing

= Cisco |OU L3 version 155-2T 165.0 MB Missing files
i36bi-linux-13-adventerprisekd-ms.155-2.T.bin 165.0 MB Missing

= Cisco |OU L3 version 15.4.1T 1456 MB Missing files
i36bi-linux-13-adventerprisekd-13.4.1T.bin 1456 MB Missing

= Cisco 10U L3 version 15.4.2T 0.0B Missing files

186bi-linux-13-adventerr risekd-15.4.2T.bin 0.0B Miszing

Import | v Allow custom files | Create a new version | Refresh

Appliance info| | < Back Mext = Cancel
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6‘ Install Cisco 10U L2 appliance

7

Required files

Please select one version of Cisco I0U L3 and import the required files. Files are searched in your
downloads and GNS3 images directories by default

Appliance version and files Size Status
= Cisco 10U L3 version 15.7(3)M2 176.2 MB Missing files
i36bi_LinuxL3-AdvEnterprisek9-M2_157_3_May_2018.bin 176.2 MB Missing
= Cisco 10U L3 version 155-2T LERLLAE L smms e
i86bi-linux-13-adventerpr €% Please wait ? X

= (isco 10U L3 version 15.4.17

i86bi-linux-13-adventerpr  Uploading i86bi-linux-13-adventerprisek9-15.4.2T.bin
= Cisco 10U L3 version 15.4.2] 3.9 MB /[ 151.8 MB

i86hi-linux-13-adventerpr I

2%
Import v | Allow custom files | Create a new wversion Refresh
Appliance info < Back | Mext = Cancel
e Installez I'image
€ Install Cisco 10U L3 appliance ?
Required files =
Flease select one version of Cisco I0U L3 and import the required files. Files are searched in your :
downloads and GNS3 images directories by default
Appliance version and files Size Status
= Cisco |OU L3 version 15.7(3)M2 176.2 MB Missing files
i36bi_LinuxL3-AdvEnterprisek9-M2_157_3_May_2018.bin 176.2 MB Missing
= Cisco 10U L3 version 155-2T 165.0 MB Missing files
i36bi-linux-13-adventerprisekd-ms.133-2.T.bin 165.0 MB Missing
= Cisco 10U L3 version 15.4.1T 1456 MB Missing files
i26bi-linux-13-adventerprisekd-15.4.1T.bin 145.6 MB Missing

Cisco 10U L3 version 15.4.2T 151.8 MB Ready to install

v | Allow custom ﬁlema new version Refresh

Appliance info < Back | Mext = | Cancel

e A cette étape vous ne pourrez pas démarrer le routeur car vous n'avez pas la license
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& untitled - GNS3 - ]
File Edit View Control MNode Annotate Tools Help

e= Of> > HC BmEIC -/ §aq| s

All devices (=1ES) A Topology 5ummar_',r
|FI|tEI’ | MNode Console
B 10U1 telnet 192.162.95.128:5000
ATM switch

=< Cisco 10U L2 154.2T

Cloud
Ioul
g @@ Ethernet hub a
@ Ethernet switch
m Frame Relay switch SIS SUOTEG
b B3 GNS3 VM (GNS3 VM) CPU 0.5%,
NAT a whs-kvega CPU 1.4%, RAM 419
@ ﬁ* @ VPCS
== liew template ] T ¥
Console

GNS3 management console.

Running GMNS3 version 2.2.44.1 on Windows (84-bit) with Python 3.10.11 Qt 5.15.2 and PyQt 5.15.10.
Copyright (c) 2006-2023 GNS3 Technologies.

Use Help -> GNS3 Doctor to detect common issues.

=> Timeout after 30 seconds for request http://admin@localhost:3080/v2/computes. Please check the connection is not blocked by a firewall or an anti-\
Error while getting compute list: Operation timeout

Could not find an iourc file (IOU license), please configure an I0U license \

A\ 2 errors 1 warnil

Ajout de la licence Cisco

e Connectez-vous au serveur en sftp via la console CMD
o L'lp pour la connexion a la VM GNS3 est disponible depuis la console de la VM
o Déplacez vous dans le répertoire contenant le script python

o sftp gns3@192.168.95.128

e Envoyez le fichier sur la VM

C:\Users\kvega\Documents>sftp gns3@192.168.95.128

The authenticity of host '192.168.95.128 (192.168.95.128)' can't be established.
ED25519 key fingerprint is SHA256:L6yg+SeXGwPI6JsYFu4q4uNLRRisd100BdY/gJAGINw.
This key is not known by any other names

Are you sure you want to continue connecting (yes/no/[fingerprint])?

Warning: Permanently added '192.168.95.128' (ED25519) to the list of known hosts.
gns3@192.168.95.128's password:

Connected to 192.168.95.128.

sftp> put CiscoIOUKeygen3f.py
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Uploading CiscoIOUKeygen3f.py to /home/gns3/CiscoIOUKeygen3f.py
CiscoIOUKeygen3f.py

e Se connecter a la Vm en ssh
| BF Invite de commandes - ssh gns3@192.168.95.128 — O

GNS3 2.2.44.1

Information Display VM information
Channel Select the release channel

Upgrade Upgrade the GNS3 VM
B enn e

Log Show the GNS3 server log

Test Check Internet connection

Qemu Switch Qemu version

Security Configure server authentication

Keyboard Change keyboard layout

Console Change console settings (font size etc.)
Configure Edit server configuration (aduanced users OMLY)
Proxy Configure proxy settings

Network Configure network 5ett1ng5L

Migrate Migrate data to another GNg5—%

Restore Restore the WM (if an upgfade has failed)
Shrink Shrink the VM disk

Reboot Reboot the WM

Shutdown Shutdown the VM

<Cancel»

e Exécutez le script

License Generator Kal 2811, python port of 2806 C version
8000000, hostname=gns3vm, ioukey

text to ~/.iourc:

e Le retour du script nous indique de mettre un bloc d'instruction dans un fichier .iourc
o Copiez le bloc
o ajouter le dans le fichier .iourc


https://book.techoops.fr/uploads/images/gallery/2023-11/4wgimage.png
https://book.techoops.fr/uploads/images/gallery/2023-11/Sqyimage.png

Cisco I0OU License Generator - Kal 2811, python port of 2886 C version
hostid=p8eBeeee, hostname=gns3vm, ioukey=25e

Add the following text to ~/.iourc:
]

[license

¥ml.cisco.com’

r = =
 nano .l1lourcg

. BEE gns3@gns3vm: ~

GNU nano 4.8 .dourc

Sfd3bdal3ade;

o Faites CTRL+Xx pour quitter le fichier
e Tentez de démarrer le router ajouté
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wnotate  Tools Help

R BC FmiIloos62Q0B

(& (3] = Tepology Summary [
Mode Console
£3 1001 telnet 192.168.95.128:5000

@/"

Servers Summary [
b B0 GNS3I VM (GMS3 VM) CPU 0.5%, RA
8 wihs-lvega CPU 1.0%, RAM 43.4%

E& 10U1 - PuTTY - | ot

S—UPDOwN :

S - UPDAORN -

LINEPROTO-5-UPD{OMWN :

Le Routeur est bien démarré !!
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MISE EN PLACE DU NAT
(acces internet)

Prérequis:

Il faut avoir L'application GNS3 installée et la VM aussi.
A I'heure actuelle les version que j'utilise pour ce TP sont:

e GNS3 SERVER = 2.2.49
e GNS3 VM = 2.2.49

e Avoir le template Debian sur la VM GNS3
e Avoir un template Cisco iou L3 sur la VM GNS3

Schéma a mettre en place pour ce tutoriel:

HAT1

Switchl

Paramétrage de Debian pour I'acces a internet:

1. S'assurer que la machine est bien démarrée
2. Se connecter sur la machine en telnet (Double clic sur la machine)

L'utilisateur est debian et le mot de passe debian aussi
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3. Passer en mode superutilisateur

debian@debian:~$ sudo -i

root@debian:~#

4. On va maintenant paramétrer le réseau de la machine en dhcp
1. Editer le fichier de configuration

root@debian:~# nano /etc/network/interfaces

2. Décommenter les lignes suivantes (Comprendre supprimer les # en début de ligne):

1.

ens4 inet dhcp

nfig for ens4
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A inet static# This file des

= them. For more i

4 inet dhcp

config for ens4

3. Enregistrer et quiter
3. Redémarrer le service réseau

root@debian:~# systemctl restart networking.service

4. Vérifier que la machine a bien recu une adresse IP:

root@debian:~# ip a |grep ens4
2: ens4: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 qdisc fq codel state UP
group default glen 1000

inet 192.168.122.130/24 brd 192.168.122.255 scope global dynamic ens4

La machine a bien recu une adresse IP.
5. Tester la connexion a internet

root@debian:~# ping -c 4 8.8.8.8

PING 8.8.8.8 (8.8.8.8) 56(84) bytes of data.

64 bytes from 8.8.8.8: icmp seq=1 ttl=127 time=19.6 ms
64 bytes from 8.8.8.8: icmp _seq=2 ttl=127 time=20.0 ms
64 bytes from 8.8.8.8: icmp seq=3 ttl=127 time=22.7 ms
64 bytes from 8.8.8.8: icmp seq=4 ttl=127 time=21.0 ms

--- 8.8.8.8 ping statistics ---

4 packets transmitted, 4 received, 0% packet loss, time 3034ms
rtt min/avg/max/mdev = 19.610/20.799/22.652/1.180 ms
root@debian:~# ping -c 4 google.fr

PING google.fr (172.217.20.195) 56(84) bytes of data.
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64 bytes from parl0s50-in-f3.1el00.net (172.217.20.195): icmp seq=1 ttl=127
time=19.7 ms
64 bytes from parl0s50-in-f3.1el0@0.net (172.217.20.195): icmp seq=2 ttl=127
time=20.0 ms
64 bytes from parl0s50-in-f3.1el00.net (172.217.20.195): icmp seq=3 ttl=127
time=19.6 ms
64 bytes from parl0s50-in-f3.1el00.net (172.217.20.195): icmp seq=4 ttl=127

time=20.5 ms
--- google.fr ping statistics ---
4 packets transmitted, 4 received, 0% packet loss, time 3030ms

rtt min/avg/max/mdev = 19.564/19.923/20.513/0.369 ms

root@debian:~#

Le PING passe bien vers internet le NAT est donc fontionnel

Paramétrage d'un routeur CISCO pour l'acces a internet:

1. S'assurer que la machine est bien démarrée
2. Passer en mode configuration

R1l#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.

R1(config)#
3. Paramétrer le réseau de la carte Ethernet brancher sur le NAT pour moi c'est la Ethernet
0/0
R1l(config)#interface ethernet 0/0
R1(config-if)#
4. Configurer l'interface en mode dhcp

R1(config-if)#ip address dhcp

5. Si vous n'avez rien fait I'interface doit étre down

R1(config-if)#do show ip int brief | include "~Ethernet0/0

Ethernet0/0 unassigned YES manual administratively down down

6. Allumer l'interface

R1l(config-if)#no sh
R1l(config-if)#



*Sep 8 11:27:26.101: %LINK-3-UPDOWN: Interface Ethernet0/0, changed state to up
*Sep 8 11:27:27.118: %LINEPROTO-5-UPDOWN: Line protocol on Interface Ethernet0/0,
changed state to up

R1l(config-if)#

*Sep 8 11:27:40.176: %DHCP-6-ADDRESS ASSIGN: Interface Ethernet0/0 assigned DHCP
address 192.168.122.118, mask 255.255.255.0, hostname R1

On vois que l'interface Ethernet 0/0 a recu une adresse IP sur la derniere ligne
7. Tester la connectivité

R1l(config-if)#do ping 8.8.8.8
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 8.8.8.8, timeout is 2 seconds:

Success rate is 80 percent (4/5), round-trip min/avg/max = 18/20/24 ms

8. Enregistrer la configuration

R1l(config-if)#do write memory

Warning: Attempting to overwrite an NVRAM configuration previously written
by a different version of the system image.

Overwrite the previous NVRAM configuration?[confirm]

Building configuration...

[OK]



