Mise en place de WIREGUARD

Prérequis:

e Avoir une connexion internet (ping 8.8.8.8 et résolution de goolge.fr)

e Avoir installé pfsense

Installation du paquet Wireguard:

1. Se rendre dans la partie Package Manager

lisense

COMMUMNITY EDITION

Version

CPU Type

Hardware crypto
Kernel PTI

MDS Mitigation
Uptime

Current date/time

Advanced
Certificates
General Setup
High Availability

Package Manager

Register .ocal Database)
Routing
f
Setup Wizard 940ed9c4e693014150
Update
-gabed6b701f0a-prebuilt.qemu.org
User Manager r12014
Logout (admin) I64)

built on Wed Dec 6 21:10:00 CET 2023
FreeBSD 14.0-CURRENT

The system is on the |atest version

Version information updated at Fri Oct 11 16:32:57 CEST 2024

al
=

Intel(R) Xeon(R) CPU E5-1650 v2 @ 3.50GHz
2 CPUs: 2 package(s) x 1 core(s)

AES-NI CPU Crypto: Yes (inactive)

QAT Crypto: No

Inactive
Enabled
Inactive
00 Hour 23 Minutes 23 Seconds

Fri Oct 11 16:55:09 CEST 2024

Netgate Services And Suppo

Contract type  Community
Community

NETGATE AND pfSense CC

If you purchased your pfSense gatews:
Community Support at the point of s
hardware, you have access to various
the NETGATE RESOURCE LIBRARY

You also may upgrade to a Netgate G
Support subscription. We're always or
committed to delivering enterprise-cla:
more than competitive when compare:

+ Upgrade Your Support
« Netgate Global Support FAQ

+ Netgate Professional Services

If you decide to purchase a Netgate
MUST have your Netgate Device l|
validate support for this unit. Write ¢
You can purchase TAC supports he
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2. Aller dans la section paquet disponible

Installed Packages Available Packages

Installed Packages

There are n

o

0 packages currently installed.

3. Chercher et installer WIREGUARD

Available Packages

Installed Packages

Search term wireguard Both v O, search :]
Enter a search § 1 *nix regular expression to search package names and descriptions
Packages
Name Version Description -
Tailscale 0.1.4 Tailscale is a mesh VPN alternative, based on WireGuard, that connects your computers, databases, and services together securely without any

WireGuard 0.2.1

proxies.

Package Dependencies:
§1awlscale-1.54 0

WireGuard(R) is an extremely simple yet fast and modern VPN that utilizes state-of-the-art cryptography. It aims to be faster, simpler, leaner, and
more useful than IPSec, while avoiding the massive headache. It intends to be considerably more performant than OpenVPN. WireGuard is

designed as a general purpose VPN for running on embedded interfaces and super computers alike, fit for many different circumstances. Initigzs

released for the Linux kernel, it is now cross-platform and widely deployable. It is currently under heavy development, but already it might be
regarded as the most secure, easiest to use, and simplest VPN solution in the industry.
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4. Confirmer

Installed Packages Available Packages Package Installer

Confirmation Required to install package pfSense-pkg-WireGuard.

5. Attendre l'installation

System / Package Manager/ Package Installer

pfSense-pkg-WireGuard installation successfully completed.

Installed Packages Available Packages Package Installer

(. . U U U U U U U 9 9% % 9% % % % % % % U Y Y Y YW W
Package Installation

Custom commands. ..

Executing custom_php_install_command()...done.
Installing WireGuard early shell commands...done.
Creating WireGuard interface group...done.
Creating WireGuard Unbound access list...done.
Installing WireGuard service...done.
Applying WireGuard default settings as necessary...done.

done.

Executing custom_php_resync_config command()...done.
Menu items... done.

Services... done.

Writing configuration... done.

»>»> Cleaning up cache... done.

success

Parameétrage de Wireguard:
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. Ajouter un tunnel

Tynnels Peers

WireGuard Tunnels

Paramétrer Wireguard

IPsec
LZTP
OpenVPN

WireGuard

Settings Status

Public Key Address / Assignment Listen Port Peers Actions

gured. Click the "Add Tunnel" button below to create one

-+ Add Tunnel

Mettre une description, le port que I'on souhaite utiliser et générer un paire de clé.
Attention il faut garder la clé publique.

Tunnel Configuration (tun_wg0)

Enable

Description

Listen Port

Interface Keys

Enable Tunnel

Note: Tunnel must be enabled in order to be assigned to a pfSense interface

MY_VPN_WIREGUARD

Description for administrative reference (not parsed).

51820

Port used by this tunnel to communicate with peers.

............................................

Private key for this tunnel. (Required) Public key for this tunnel. (Copy) New Keys

Paramétrer la partie réseau mettre un réseau qui n'est pas dans l'infrastructure actuelle

Interface Configuration (tun_wg0)

Assignment
Firewall Rules
Hint

Interface Addresses

Add Address

i3a Interface Assignments

O WireGuard Interface Group
These interface addresses are only applicable for unassigned WireGuard tunnel interfaces.

172.16.100.1 / |30 v Mon réseau VPN

Pv4 or IPv6 address assigned to the tunnel interface Description for administrative reference (not parsed).

== Add Address

Sauvegarder le tunnel et passer au settings
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Tunnels Peers

Settings Status

Tunnel Configuration (tun_wg0)

2| Enable Enable Tunnel

Note: Tunnel must be enabled in order to be assigned to a pfSense interface.

Description MY_VPN_WIREGUARD

Description for administrative reference (not parsed).

Listen Port 51820

Interface Keys

Port used by this tunnel to communicate with peers.

cQEWSTRTDGGmM353Kafss0nvzUBAW2CKtkk0IIwOhswa
Private key for this tunnel. (Required) Public key for this tunnel. (Copy) New Keys

Interface Configuration (tun_wg0)

Assignment  Z%; Interface Assignments

Firewall Rules @ WireGuard Interface Group

Interface Addresses

Hint These interface addresses are only applicable for unassigned WireGuard tunnel interfaces.

172.16.100.1 / 130 v Mon réseau VPN

IPv4 or IPv6 address assigned to the tunnel interface Description for administrative reference (not parsed)

Add Address < Add Address

Peer Configuration

Description

New tunnels must be

Public key Tunnel Allowed IPs Endpoint : Port Actions

=fore adding or assigning peers

B save Tunnel

6. Activer Wireguard

Tunnels Peers Settings Status
General Settings
Enable Enable WireGuard

Keep Configuration

Endpoint Hostname
Resolve Interval

Interface Group
Membership

Note: WireGuard cannot be disabled when one or more tunnels is assigned to a pfSense interface

Enable
Note: With 'Keep Configurations’ enabled (default), all tunnel configurations and package settings will persist on install/de-install

300 [] Track System Resalve Interval
Interval (in seconds) for re-resolving endpoint host/domain names. Tracks the system 'Aliases Hostnames Resolve Interval' setting
Note: The default is 300 seconds (0 to disable). Note: See System > Advanced > Firewall & NAT

All Tunnels ~

Configures which WireGuard tunnels are members of the WireGuard interface group.
Note: Group firewall rules are evaluated before interface firewall rules. Default is ‘All Tunnels.

User Interface Settings

Hide Secrets

Hide Peers

Enable
Note: With 'Hide Secrets' enabled, all secrets (private and pre-shared keys) are hidden in the user interface.

Enable
Note: With 'Hide Peers' enabled (default), all peers for all tunnels will initially be hidden on the status page

7. Installation du paquet pour la génération de la paire de clé (Sur un Linux)
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apt install wireguard
umask 077
wg genkey > privatekey

wg pubkey < privatekey > publickey

8. Démarrage du client WIREGUARD (Windows) et ajouter un nouveau tunnel
9. Ajouter un tunnel vide

aporter lefs) tunnel(s) a

== Ajouter |e tunnel v| X| e

-

Importer le(s) tunnells) a partir du fig Ctrl+0
D Ajouter un tunnel vide... Ctrl+M

=

.
10. Ajouter la configuration
[Interfacel]
# Adresse IP du serveur a l'intérieur du VPN
Address = 172.16.100.2/30 #Mon adresse IP
# Clef privée du serveur
PrivateKey = uAcjoRTjjV1/3D3cf9SR34RZKVjz6Jk8TIPqC6C70U0=
# Port sur lequel le serveur écoute
ListenPort = 51820
# DNS
DNS = 172.16.1.62, 1.1.1.1
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[Peer]
# Clef publique du client (Pfsense)
PublicKey = 5GZYrXuyqDwA/GZBK3pUmKoLmOI3RSbqGaKOmFEG7CA=

# Adresse IP que le client peut utiliser a l'intérieur du VPN

AllowedIPs = 0.0.0.0/0
#Ip du serveur distant
Endpoint = 192.168.1.112:51820

PersistentKeepalive = 15
€) WireGuard = O >
Tunnels  Journal
= Créer un nouveau tunnel »

Nom: Mon_VPN_VERS_PFSENSE|

Clé publique :  hXaLAgXScArLGtXKs]k7zNRWhBTOHGAGLSItgNhOgU =

[Interface]

# Adresse IP du serveur A lintArieur du VPN

Address = 172.16.100.2/30 #Mon adresse IP

# Clef privA©e du serveur

## Mon adresse IP privA©e

PrivateKey = uAcjoRTjjV1/3D3cf9SRI4RZKV|z6IkETIPqCECT70U0=
# Port sur lequel le serveur AQcoute

ListenPort = 51820

[Peer]

# Olef publigue du clfent (Plsense)

PublicKey = S5GZyrXuyqDwA/GZBK3pUmKoLmOIBRSbqGakKimFEGT CA= il
# Adresse IP que le dlient peut utilizer A F'intA@rieur du VPN | 2 )
AllowedIPs = 0.0.0.0/0 —

B eloguer tous le trafic hors tunnel {interrupteur) Annuler

= Ajouter le tunnel v| » | i |

[

11. Passer a la partie Pfsense (ajouter un pair)

Tunnels Peers Settings Status

WireGuard Peers

Description ‘,;---' "-‘-.,‘ blic key Tunnel Allowed IPs Endpoint : Port Actions

No WireGuard peers have been configured. Click the "Add Peer” button below to create one.
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Peer Configuration

Enable Enable Pe

Note: Uncheck this option to disable this peer without remaoving it from the list

Tunnel tun_wg0 (MY_VPN_WIREGUARD) v
WireGuard tunnel for this peer. (Create a New Tunnel) \
Description Vers mon Windows

Peer description for administrative reference (not p&sed)
Dynamic Endpoint Dynamic
Note: Uncheck this option to assign an endpoint address and port for this peer.

KeepAlve (K Mettre la clée publique générée précédement

Interval (in seconds) for Keep Alive packets sent to this peer.
Default is empty (disabled).

Public Key \ hXalLAgXBcArLGtXKs.J/k7zNRWhBTOH6AGLEItgNhOgU=
WireGuard public key for this peer.

Pre-shared Key e ed Key

Optional pre-shared key for this tunnel. (Copy) New Pre-shared Key

Address Configuration

Hint Allowed IP entries here will be transformed into proper subnet start boundaries prior to validating and saving. These entries must be unique between
multiple peers on the%ﬂe tunnel. Otherwise, traffic to the conflicting networks will only be routed to the last peer in the list.

Allowed IPs 0.0.0.0 / |0 v Vers mon Windows

IPv4 or IPv6 subnet or host reachable via this peer. Description for administrative reference (not parsed).

Add Allowed IP IRERRPNRIE

12. Appliquer les changements

VPN / WireGuard / Peers CO=wu@

NireGuard configurat
ges must be ied for them to ta
Notice: This action may momentarily suspend active WireGuard peer connections on any changed tunnels.

Tunnels Peers Settings Status @

+” Apply Changes

WireGuard Peers
Description Public key Tunnel Allowed IPs Endpoint : Port Actions
Vers mon Windows hXal AgX8cArLGtXK... tun_wg0 0.0.0.0/0 Dynamic SO1

13. Activer le VPN (Windows)
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+¥ WireGuard — O X
(8]

Tunnels Journal

| Mon_VPM_VERS_PFSEMSE Interface : Mon_VPM_VERS_PFSEMSE
Etat : Eteinte

Clé publique:  hXalAgXBcArl Gt¥Ks)/k7zMRWhETOHEA gLt gMNhOgU=
Port d'écoute: 51820

Adressez:  172.16.100.2/30

Activer 4—__

Homologue

Clé publique:  3GZYrXuyqDwhA/GZBK3pUmKoLmOI3RShgGak
OmFEGTCA=

Adresses IP autorisées:  0.0.0.0/1, 128.0.0.0/1
Point de terminaison:  192,168.1.112:51820

= Ajouter le tunnel v| X| g

14. Mettre en place un Régle de pare feu sur l'interface WAN

Floating WireGuard WAN LAN

Rules (Drag to Change Order)

@] States Protocol Source Port Destination Port Gateway Queue Schedule Description  Actions

0O « 0/396KB  IPv4TCP * * 1721612 22 (SSH) * none NAT L2000

O « 0/0B IPv4 ICMP * L * * none $SO00mX
any

O « 0/0B IPv4 TCP 192.168.1.177  * * 80 (HTTP) = none 3 S00mX

0O « 1/171KB  IPv4TCP/UDP * * * 51820 * none . 2,00mx

7

i ]
15. Vérifier que le VPN est bien connecté

rrsarsans p wow e s

- — W

Tunnels Peers Settings Status

WireGuard Status

Tunnel Description Peers  Public Key Address / Assignment MTU Listen Port RX X
~ A tun_wgl MY_VPN_WIREGUARD 1 SGZYrXuyqDwA/GZB... 172.16.100.1/30 1420 51820 181 KiB 1KiB

Peers Description Latest Handshake Public Key Endpoint Allowed IPs~ RX TX
/@l Vers mon Windows 1 minute, 25 seconds ago hXalLAgX8cArLGtXK... 192.168.1.177:51820 0.0.0.0/0 181 KiB 1KiB

Package Versions

Name Version Comment

pfSense-pkg-WireGuard 0.21 pfSense package WireGuard
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C:\Users\kvega>ping 172.16.1.5

Ping' 172.16.1.5 avec 32 octets de données :

Envoi d’une requéte °
Réponse de 172.16.1.5 : octets=32 temps=1 ms TTL=63
Réponse de 172.16.1.5 : octets=32 temps=1 ms TTL=63
Réponse de 172.16.1.5 : octets=32 temps=U4 ms TTL=63
Réponse de 172.16.1.5 : octets=32 temps=2 ms TTL=63

Statistiques Ping pour 172.16.1.5:

Paquets : envoyés = U, recus = U, perdus = 0 (perte 8%),
Durée approximative des boucles en millisecondes :

Minimum = 1lms, Maximum = Ums, Moyenne = 2ms

C:\Users\kvega>

16. Nous aurions pu aussi dans le configuration du client WIREGUARD spécifier les réseau
auxquels Ont peut se connecter car en |'état actuel les routes ajoutées sont :

Destination réseau Masque réseau Adr. passerelle Adr. interface Metrique
9.0.0.0 9.0.0.8 192.168.1.254 192.168.1.177 25
9.0.0.8 128.8.0.8 On-Llink 172.16.100.2

127.9.0.0 255.9.0.0 On-link 127.9.09.1
127.8.8.1 255.255.255.255 On-link 127.9.09.1
127.255.255.255 255.255.255.255 On-link 127.8.8.1

Exemple de configuration que I'on pouvait mettre en place

[Interface]

# Adresse IP du serveur a l'intérieur du VPN

Address = 172.16.100.2/30 #Mon adresse IP

# Clef privée du serveur

## Mon adresse IP privée

PrivateKey = uAcjoRTjjV1/3D3cf9SR34RZKVjz6Ik8TIPqC6C70Uo0=
# Port sur lequel le serveur écoute

ListenPort = 51820

[Peer]

# Clef publique du client (Pfsense)

PublicKey = 5GZYrXuygDwA/GZBK3pUmKoLmOI3RSbqGaKOmFEG7CA=

# Adresse IP que le client peut utiliser a 1'intérieur du VPN
AllowedIPs = 172.16.1.0/26

#Ip du serveur distant

Endpoint = 192.168.1.112:51820
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